Butte County Fire Department

POLICY ON COMPUTER USE AND ETHICS 
All department computers, equipment, operating systems, software and data therein, including but not limited to e-mail, are the property of Butte County Fire Department. Furthermore, all VFF’s are informed that e-mail and other computer system transmissions are subject to review and inspection by Information Systems and Department management staff.  

Employees and VFF’s shall not:

a. Use hardware or software for personal use.

b. Load software from any source, disk, CD, or Internet provider for non-department business related purposes, including but not limited to computer games, screensavers, etc.

c. Use any modem, e-mail, or Internet provider for non-department business related purposes.

d. Copy department software programs, unless permitted by license and with approval of the information systems coordinator.

e. Change system default settings without authorization from information systems coordinator. 

f. Duplicate system settings to home/personal computers for the purpose of connecting to the CDF Network.  Only State and County owned computers are permitted to connect to the CDF Network. 

Information, files, and data in the Department computer system, which are confidential under federal, state, or local law must be protected at all times. 

Employees and VFF’s shall: 

a. Use the computer system only in accordance with this policy, and as assigned. 
b. Not intentionally access records, case information, confidential personnel information, or other stored information not regularly assigned to the employee or VFF, including information pertaining to family members, friends, neighbors, etc. All access that is not intentional shall be deemed as unintentional, and the extent thereof shall be reported immediately to the employee's/VFF supervisor. 
c. Not copy computer system generated confidential information to a disk, unless authorized by his/her supervisor.

d. Not "hack" into unauthorized areas, the files of other employees/VFF’s, or departmental files.  For the purpose of this policy the term "hacker" shall be defined to be: 

A malicious meddler who tries to discover sensitive information by poking around, or one who attempts to break security of a system. 

e. Not print confidential information for unauthorized use or distribution. 

Employees and VFF’s who use or attempt to use department computer systems, information, files, or data contrary to this policy, or who violate a client or other employee/VFF confidential records or files, as defined by federal, state, or local laws, may be subject to disciplinary action up to and including termination. 

Electronic Mail Usage [CDF Handbook 0950.1]
This policy encompasses all email communication, including messages sent via the Internet. Email correspondence is regarded as a corporate asset within CDF.  All mail content and activities supporting the email system are focused on providing timely and efficient communication between CDF employees, and with outside agents and departments with which we do business. 

· CDF's email system was installed and is maintained by the department for CDF business. 

· Email is not intended to replace official documentation. If email is used to quickly communicate on issues or policies, follow-up with the appropriate written document.

· Email messages and files are the property of the department.

· The use of virus detection software is required. The entire CDF enterprise computer system is susceptible to viruses transported via email. 

· Department email records must be protected or purged in compliance with SAM guidelines (Section 1600) and operational needs. Users should regularly purge messages. Email that needs to be retained should be archived, or printed. 
· Email, including attachments, shall not exceed 2mb. 

· File attachments should be in the appropriate standard software format. 

. 

Email Usage Guidelines [CDF Handbook 0950.2] 

· Email shall not be used for personal or unlawful purposes. 

· Email should not be used to send confidential information. There can be no guarantee of privacy. 

· All files received attached to email from outside the CDF system shall be tested with anti-virus software.

· Users should not send time-critical information using email without ensuring that the receiver is available to read the message. 

· Check email at least once daily.

· Use the "Subject:" line to accurately describe the content of the mail you are sending. 

Email Etiquette [CDF Handbook 0950.3] 

· When using this corporate asset, users of the email systems are to conduct themselves with the responsibility and professionalism expected of CDF employees.
· Use of profane, obscene, threatening or derogatory language is not acceptable. 
· When writing email, remember that the recipient may forward it to others, including those outside of CDF.

ACKNOWLEDGEMENT OF REVIEW BY VFF
I have received and read a copy of the foregoing policy. I agree to be bound by the provisions of this policy. I acknowledge that the Department retains the sole right to grant or modify my access to any computer system and tools as well as the authority to view and monitor my computer usage, Internet, and e-mail activities. 

​

Employee/VFF Signature





Date

The above employee has acknowledged that they have received and read the foregoing policy. 

Supervisor's Signature 




Date
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